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38981_38; 38*K 28 "2aa0OK8K2 8

Networking device with CPU based on arm926ejs core.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cach

256 MByte SDRAM.
e Enabled.

3 - #
4 ;CM : C noe 3 ; gv+V(iV(o®"WXYn iV(XiV(oh
MN @ {
= C MN @ C=@
H C C ! =F D
"7 C =F{# =Fn =@ n !
B - M C 5 . =F
D 7C ;% | Z g; , C= =
C M =@ l.! $ ) ' 1 ) I Mh
(FI' -
H C o9 ) Wp)YVah :;; C
@ ;CM n ; - o $
M! C @ M! N : $
= M! agAihn C C
@ @ @ = M ; Cg-7Hh
- F = $ =Ai N F R
Bootl Checksum Test...........coeeeeeeieiiiinnn. P ASS
Boot2 Checksum Test...........cceeeeveieiiiinnn. P ASS
Flash Image Validation Test...........cccccc... P ASS
BOOT Software Version 0.0.0.3 Built 17-Aug-2010 2 3:18:59

MAC Address : a8:f9:4b:a3:a4:a6.
Autoboot in 2 seconds - press RETURN or Esc. to abo rt and enter prom.
/ = oL $ = Ai !
; ! ’ = $ C=F % C:
TX(Tefn @ X : L 678 69::<
* '
;, CoOL@: : @
Preparing to decompress...
100%
Decompressing SW from image-1
100%
OK

Running from RAM...

*** Running SW Ver. 2.1.6 Date 05-Jun-2011 Tim

HW version is VO1

Base Mac address is: a8:f9:4b:80:b0:80

Dram size is : 256M bytes

Dram first block size is : 229376K bytes Dram firs

second block size is : 4096K bytes Dram second PTR

16M

05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading run
05-Jun-2011 16:14:09 %CDB-I-LOADCONFIG: Loading sta

kkkkkkkkkkkkkkk

e 16:14:03 ***

kkkkkkkkkkkkkkk

t PTR is : 0x1C00000 Dram
is : OXFCO00000 Flash size is:

ning configuration.
rtup configuration.




Device configuration:
Slot 1 - 28 ports
Device 0: GT_98DX4122 (BobCat)

-- Unit Standalone --

Tapi Version: v1.9.3.2
Core Version: v1.9.3.2

L@ : @ , L @
, @ >[%
console>
) $ % S, '$H #' H & - #.'F
N@ bT YA @cA
7% ,I' #'F
F ol M M! C @ ! @ kP"n
c:C @ n ! F $ =Ai Ceo>
i K
Bootl Checksum Test............oeeeeeeecnnnnnnns P ASS
Boot2 Checksum TesSt........ccooevvvvvvveeeennnn.. P ASS
Flash Image Validation Test............c........ P ASS
BOOT Software Version 0.0.0.3 Built 17-Aug-2010 2 3:18:59

Networking device with CPU based on arm926ejs core.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cach

MAC Address : a8:f9:4h:a3:a4:ab.
Autoboot in 2 seconds - press RETURN or Esc. to abo

256 MByte SDRAM.
e Enabled.

rt and enter prom.

b M|

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:
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Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

%"S = : = g%o S =@ N %S :
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Stack menu

[1] Show unit stack id

[2] Set unit stack id

[3] Set unit working mode

[4] Back

Enter your choice or press 'ESC' to exit:
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console# copy running-config startup-config
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console#  configure
console(config)# username name password password privilege { 1-15}
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console#  configure

console(config)# username admin password eltex
console(config)# username operator password pass privilege 1
console (config) # exit
console#
cCmC QB E $ . 7Q% k @ % T #N @
#$-q
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console#  configure

console(config)# interface vlan 1
console (config-if) # ip address 192.168.16.144 /24
console (config-if) # exit
console (config) # ip default-gateway 192.168.16.1
console (config) # exit
console#
| = Cn! = | @ n ; {
console# show ip interface vlan 1
Gateway IP Address Activity status Type
192.168.16.1 Active static
IP Address Type
192.168.16.144 /24 Static
cCmMCCH#$- 7Q % 6'Q
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Community-String Group name IP address Type

. @n ! @ ! 1 %P jv>P
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console#  configure
console(config)# interface vlan 1
console (config-if) # ip address dhcp
console (config-if) # exit
console#
Il = Cn! = I @ |
console# show ip interface vlan 1
Gateway IP Address Activity status Type
192.168.16.1 Active DHCP
IP Address Type
192.168.16.149 /24 DHCP
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console#  configure
console(config)# snmp-server server
console(config)# snmp-server community private rw 192.168.16.44
console (config)# exit
console#
X o =F N \' C: v A
console#  show snmp
SNMP is enabled.
Community-String  Community-Access View name IP address
private read write Default 192.168.16.44




Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Ud p Filter To Retries
Po rt name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:
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cCmCBE - @ #/ %#/ - #
console(config)# aaa authentication login default line
console(config)# aaa authentication enable default line
console(config)# line console
console(config-line)# login authentication default
console(config-line)# enable authentication default
console(config-line)# password console
L C ; $ @ !

C 8.97.G;
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console(config)# aaa authentication login default
console(config)# aaa authentication enable default
console(config)# ip telnet server
console(config)# line telnet
console(config-line)# login authentication default
console(config-line)# enable authentication default
console(config-line)# password telnet

cCmCBC - @ #/ %# '

console(config)# aaa authentication login default
console(config)# aaa authentication enable default
console(config)# ip ssh server
console(config)# line ssh
console(config-line)# login authentication default
console(config-line)# enable authentication default

console(config-line)# password ssh
L C ;
C 000
% @
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console(config)# banner motd ;

line
line
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line
line

Role: Core switch
Location: Objedineniya 9, str.
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enter password:
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console# traceroute eltex.com

Type Esc to abort.

Tracing the route to eltex.com (148.21.11.69)

1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
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console# show clock detail

15:29:08 PDT(UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

7 C ; ,=F! F{6;
console# clock set 13:32:00 7 Mar 2009
- :C \i {

console# show sntp status

? n ||{||

Clock is synchronized, stratum 0, reference is 192.
Reference time is cec866d5.8a20ccch 05:47:01.0 UTC

Unicast servers:

Server Status  Last Response Offs
[mSe
192.168.16.1 up 05:47:01.0 UTC Dec 72
8 2009

Anycast server:

Server Interface Status Last Respo

Broadcast:

Interface  IP address Last Response

168.16.1, unicast
Dec 8 2009

et Delay
c] [mSec]

30 -1000

nse Offset Delay
[mSec] [mSe
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console#  configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | port-channel group |range {...}}
console(config-if)#
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console#  configure

console(config)# interface gigabitethernet 1/0/10
console(config-if)#

console#  configure

console(config)# interface port-channel 1
console(config-if)#

> " N N ;|
JRNPQzgyP QgRuUP ujugtiNPNOPQ@RPN @ : @ ~
JRNPQzgyP QgRUP nmQNBy£XfRRPk @ F
G; =n = ;5N M = 5 @
F , @ F

console#  configure
console(config)# interface range gigabitethernet 1/0/1-10
console(config-if)#

console#  configure
console(config)# interface range port-channel 1-8
console(config-if)#
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console# show interfaces status

Flow L
Port  Type Duplex Speed Neg ctrl S

ink Back Mdix
tate Pressure Mode

gi0/1 1G-Fiber - - - -D own - -
gi0/2 1G-Fiber - - - -D own - -
gi0/3  1G-Fiber - - - -D own - -
gi0/4  1G-Fiber - - - -D own - -
gi0/5 1G-Fiber - - - -D own - -
gi0/18 1G-Fiber - - - =-D own - -
gi0/19 1G-Fiber - - - =-D own - -
gi0/20 1G-Fiber - - - -D own - -
gi0/21 1G-Fiber - - - -D own - -
gi0/22 1G-Fiber - - - -D own - -
gi0/23 1G-Combo-C -- - - - D own - -
gi0/24 1G-Combo-C Full 100 Enabled Off U p Disabled On
te0/1 10G-Fiber -- - - - D own - -
te0/2 10G-Fiber -- - - - D own - -
te0/3 10G-Fiber -- - -- --D own - -
te0/4 10G-Fiber -- - - --D own - -
Flow L ink

Ch Type Duplex Speed Neg control S tate
Pol N - N ot Present
Po2 - - - - - N ot Present
Po7 N - N ot Present
Po8 - - - - - N ot Present

:C ;= P {
console# show interfaces advertise
Port  Type Neg Operational Link Ad vertisement
gi0/l1 1G-Fiber Disabled --
gi0/2 1G-Fiber Disabled --
gi0/3 1G-Fiber Disabled --
gi0/22 1G-Fiber Disabled -
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
te0/1  10G-Fiber Disabled -
te0/2 10G-Fiber Disabled -
te0/3 10G-Fiber Disabled --
te0/4 10G-Fiber Disabled --
Ch Type Neg Operational Link Ad vertisement

Pol -- Enabled --

Po7 -- Enabled --
Po8 --  Enabled --




: C @ A

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastP

gio/1
gio/2
gio/3
gio/4
gio/5
gio/6
gio/7
gio/8
gio/9
gi0/10
gi0/11
gi0/12
gi0/13
gi0/14
gi0/15
gi0/16
gio/17
gi0/18
gi0/19
gi0/20
More: <space>, Quit: ¢, One line: <return>

OC0O0OO0OO00D0ODO0O00DOPOCOOOOOO0OO
OC0O0O0OO0O0D0DO0O00DOPOCOOOOOOO
OC0O0OO0OO00D0DO0O00DOPOOOOOOOO

kts InOctets

OO0 0000000000000 O0OOO0OO0OO0OOoO

. C {

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastP

Pol 111 0 0

Ch OutUcastPkts OutMcastPkts OutBcast

Pol 0 6 3

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

kts InOctets

: C @ ceeal)Ps(XoVp ;; {

console# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset




$D#P- !

e <4

500 =
71 4 G ! =F @
7a14Q24 G ! =F =F
714Q24 G ! =F; =F
7014Q24 G ! =F L N C=F
G2 4 G ! =F @
(5a14Q24 G ! =F =F
514Q24 G ! =F; =F
(5014Q24 G ! =FL N C=F
H K< =4 G ! =F @; L @% CmMg ! ;
@ MN; h LLF C@
,=90>h
e =4 G ! =F @ ! ; @n MN: n
LLF C@ ;=9g0>h
K = 4=¢e <4 G ! @;n ! =F I'M Mn
=F L
53 =4=¢e <4 G ! @;n ! =F ! : Mn
=F L
6> LZ 4<44=4 G ! @; n =F = ! P:
: = !
) = 4=4 G ! I'n Do n
: = = = .B @ gpY)Ti"“ovh
144X = 4=4 G ! @, n = = = :P: =1
| :@
4 =4 G ! I'n N @ = n
= | @;
X4s Q12 4 G ! =F n :; = =L C=@
L =@ 5 @
7 HS =4 G ! @;,n = = = L P: @
L ; ">
<= =4 @ n MN ;S| ! I n
= ; =Fn ; C N
@n MN Do S|
! I'n L= ! n
CcL;!; 3 gpY)Ti"oVhn ! ; CF
= =n vi = CL ;o =F
giIXTX (VIVITOYW V(()(h L N @ g>X((*"V( V*TVWmV((O(h &'%%
@ n MN ; ; S|
! I'n ;L= ! n
CL;!;; ;C=@ :; @; go"WO(Xo V ~,Vhn !
; CF = =n : vt = C
L ;o =R gIXTX (VIVITYW V((O(h  &%%
S1 XLQ54 e <4 G ! =F MNF'>P @; $ q
Z 4< LQ54 G ! =F MNF'>P @:; 7 $ g




1 @ VW X
% , -d. - [ R)HY
, @ : Z[{
console#  configure
console(config)# vlan database
console(config-vlan)#
=@ ; s C 2l
; $ Z[\
| $D? G; = ; Z[\
" 40 PO
H# 40 Q 3
wkg K CZ[\n C Z|[\
_YXW-"m{g B ?Bh
RmwkgR K H CZ[\n Cc Z|\
ign nQMNmyk =1= fOTY . C $ =F
<134 =nQmNmymkoBu@Qmsn g~ fn Af*n Af_.n X(fn
K =53 g . Pesee gUV*h™h
Rm ign nOmNm@mike1= VWI]Xfp gVTUV(WVTn (] B C
<134 = YY]JATUV(h P h
VTUV(WVT d()ef
g B6B#".B6h
% , -d. -/ - dE &% @N - - dE *R)HY
, @ ; @ Z[Y
console#  configure
console(config)# interface { vlan {VLAN ID}} range vlan {VLANIist}}
console(config-if)#
=@ ; oy 2!
; $ @ Z[\n @
= @ N N ;= interface vlan {VLAN ID}.
= : @ N X N ; = interface range
vlan {VLANIlist}.
4 =, = F , @ @ Z[\ F ;
@ =Z[\n"'n6
console#  configure
console(config)# interface vlan 1
console(config-if)#
console#  configure
console(config)# interface range vlan  1,3,7

console(config-if)#




| $D" G; = ; @ Z[\
H# " 40 PO 3
#0 Q
RgiP < gP.Bh ; | C; Z\
Rm RgiP ; .
Z[\ H c:! I'M
-% , -d. -/ - dE &% @N - - dE * Kk
- dE . @@ @
: @ : @ TUV(WVTn @
=
console#  configure
console(config)# interface {tengigabitethernet te_port | gigabitethernet
gi_port |port-channel group |range{...}}
console(config-if)#
=@ ; D o :
; $ @ g " = n MN F
: : hn : @
; C'!'=F ;K
1144 @ =@ @ @ Z[\~
52 @n TMN@ C -@ n: M!
Z[\n =@; =C i NCM ;= 4 13= 52
X X}
K @ @ @# xn =@n
:@ ~
154 =< # EPMWPE @
I $D" G; = ; @ TUV(WVT
H# " 40 PO 3
#0 Q
orjNyOnmQN imkBL X]IVppn T(eWen dVWV(X¥n C = Z[\
Rm orjNyOnmQN imhP lepT)oV(| . )
T(eWc H c:! P M
orjNyOnmQN gyyPoo wkgR
X tL _YXW{tmB 28h| cav @
Rm orjNyOnmQN gyyPoo wkgR H C:! ;1M
orjNyOnmQN NQsR| gkkmfPh
wkgR ghR)HY 4 — B 2B XYY c @
orjNyOnmQN NQsR| gkkm{Ph [\v*pYg B7Bn H C 7 @
wkgR QPIMRFHY 4 [
orjNyOnmQN NQsR| RgNjwP D=@ Z[\ ! jVeXeYT Z[\
wkgX tL @ T mVeXeYT Z[\ %] Z%jhn C
¢ _YXW4{tmB ?Dh| @ 92( MN @ [ =@£’)’ " o
Z[\ =@ 2]\
Rm orjNyOnmQN NQsR| RgNjwP H c:l Y
wkgR e T
orjNyOnmQN uPRPQgk gkkmrPh C Z[\ @
wkgR ghR)HY 4 <NguuPhC {
SRiguuPh= Z[\Y*pT{g B ?Bn XYY"Z(v?/i\diT/m L Z[\
orjNyOnmQN uPRPQgk gkkmrPh
wkgR QPimRBHY 4 H C Z[\ @




orjNyOnmQN uPRPQgk nwjh  _ YXW{gmB ?Bh| C Z[\ g Z%jh
X tL Z[\ @
Rm orjNyOnmQN uPRPQgk nwijh; ! Mg ')|!3 H Co LM
orjNyOnmQN uPRPQgk jRUQPooB =M C @ C $M
zjkNPQjRu hjogtkP F NF ;o]
Z[\ %j
Rm orjNyOnmQN uPRPQgk P| M! C @ C $M
jRUQP00BzjkNPQjRu hjogtkP F NF ;oo !
cs$s M 20\ %j
0
0 C$ M n F
Z[\ = s Z[\ %jn
orjNyOnmQN uPRPQgk ; C ; @ C @;=
gyyPnNgtkPBzQgiPBNvnP| {
>NguuPhBmRkv C sRNgumPhl%)| . _ P TXddVmP)WY+ C =~
mRkv C gkk? ’ @ B P eWTXddVmP)WY+ C =~
’ P XYY @;=
Rm orjNyOnmQN uPRPQgk c @ - @
gyyPnNgtkPBzQgiPBNvNP -
orjNyOnmQN uPRPQgk ign H c $
nQmNmymkoBKG+E8mwkgR YXW{gnB ?Bh
X tL - @n
Rm orjNyOnmQN uPRPQgk igd()ef{g B6B#".B6h H C $
nQmNmymkoBHG¥E8n
orjNyOnmQN uPRPQgk ign H C $
ostRPNoBuQ{srb3wkgR YXW{gmB ?Bh
X tL B @n
Rm orjNyOnmQN uPRPQgk igd()ef{g B6B#".B6h H C $
0stRPNoBuQrm{srb3
;)(rjl\tlyl/_OanN ysoNmiPQ wkgR c 7\ c c @
?
Rm orjNyOnmQN ysoNmiPQ _YXW{tmB 7Bh| .
H C:! ;1M
wkgR
orjNyOnmQN ysoNmiPQ 1:L :C =@ :
iskNjygoNBNw vikgRL @2Z[\g MN@ Z[\ C: C
@ h i @n ;
" C: ; F C. CF n
YXW. B ?B '
- o i MN F; =@ @ Z[\
Rm orjNyOnmQN ysoNmiPQ 7 N :C =@
iskNjygoNBNw wkgR = @
orjNyOnmQN zmQtjhhPR wkgR _
ghhR)HY 4 _YZX\\N{-’gLn E_; ?BnXYYh|| 7 C =F Z[\
Rm orjNyOnmQN zmQtjhhPR VL= H  C-1 I M
wkgR ghR)HY 4 ’ ’
orjNyOnmQN zmQtjhhPR wkgR ) _
QPIMWR)HY 4 _YZX\\N{.-’gLnI??Bn XYYh||1: L C =F Z[\
Rm orjNyOnmQN zmQtjhhPR [\VoL= H o c: | M
wkgR QPimRPHY 4 ’
orjNyOnmQN zmQtjhhPR )
hPzgskNBwkgR M '@ 70\ roc @2\
Rm orjNyOnmQN zmQtjhhPR L H C: I M
hPzgskNBwkgR ' ' '
orjNyOnmQN nQmNPyNPhBnmQN ;o (A XTV Z[\ mdv : $M
Rm orjNyOnmQNBnQmNPyNPhB P O O
nmQN o M
orjNyOnmQN ymiisRjNv f("_XTVP_YXWPVmdVP N
=<5 ])ooeWAT+{g "h :, . @ N ; €
Rm orjNyOnmQN ymiisRjNVv 2l M




orjNyOnmQN nQmNPyNP ) (T{g #|| Bh~ - ;L $M =F :! =F
>UjugtiNPNOPQRBN C TV-f)(T{g #|| Bh~ | S3/P gOjzh C =@n
NPRujugtjiNPNOPQRPN dQef{g #h~ : = L N C=@ efY"WcP
C nmQNByOgRRBE®
Rm orjNyOnmQN nQmNPyYNPh M
,L:$C'_ - M L S . =F
—=F 1 =FS3/P ;1 =FS3/P gOjzh
gO0jzh
jn JRNPQRgkBsoguPBwkgR 7 - C z[\ C:
X tL _YXW4{4mB ?Bh| @
Rm jn JRNPQRgkBsoguPBjvkgR ' H c.1 1M
orjNyOnmQN hPzgskNBwkgR
NguuPh o H C MN @ @ Z[\
Rm orjNyOnmQN hPzgskNBwkgR ) .
H C:! ;M
NguuPh
%, #"#-. -d. -/
, @ , C {
console#  configure
console(config)#
| $D" G; = ; C
H# " 40 3
wkgR hgNgtgoP P F Z[\
; C: ;=
console# configure
console(config)# vlan database
console(config-vlan)#
% , QX KLY
;@ ;o (M_AYVAVm > {
console#
H# " 40 3
oOmr wkgR P :C $M P Z[\
oOmr wkgR RgiP< ; :C ;$M Z[\n
oOmr wkgR Ngut L _YXW{gmB ?Bh :C ;$M Z[\n
oOmr wkgR JRNPQRgk soguP P _.: c . 2N ¢
o0Omr hPzgskNBwkgRB
iPitPQoOjNn Nf)(T{g #|| Bh~
%djugtiNPNOPQR®3: C TV-f)(T{g #| Bh~ : C = @ Z[\
NPRujugtiNPNOPQBPN d(ef{g #h
—AMQNBYOgRRBI8=




i) @ 1 } >{
console#
| $DB G; = ; }>
H# " 40 3
. ) :C =P ! M
oOmr wkgR iskNjygoNBNw wkgR YXW{4m B 28h @ Z[\ - n
X tL - Cn ; C; =@
oOmr wkgR nQmNmymkokE .
LOMSNo P :C %M F
oOmr wkgR ostRPNoBuQmsno P : C $M F @
oOmr jJRNPQzgyPo oeryOanJN
A —f)(T- # Bh~
>UjugtiNPNOPQR®B3¢ C Tv_f)f;(T{{gg #lflll o c $M n =
NPRujugtiNPNOPQBPN def{g #' ’
—AMQNBYOgRRIEZ? 9
oOmr jJRNPQzgyPo nQmNPyNPhB
nmQNo df)(T{g #| Bh~ . C { : (*XTVZ[\ m dvn

%jugiNPNOPQREN: C

TV-A(T{g #|| Bh~

f("_XTVP_YXWPVmdVP N

NPRujugtiNPNOPQBPN d(ef{g #h
—AmMQNBYOgRREI8=
+ @# -1 -%

:C ;$M  FZ[{

console# show vlan

Vlan Name Ports Type Authorization
1 1 gi0/3,gi0/5,gi0/7-24, Default  Required
te0/1-4

10 10 gi0/4,gi0/6 permanent Required

50 50 permanent Required

51 51 permanent Required

2002 2002 gio/2 permanent Required
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console# show vlan multicast-tv vlan 4

Source ports : gi0/1
Receiver ports: gi0/2,

0i0/4,gi0/8
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console# show vlan protocols-groups

Encapsulation  Protocol Group Id
0x800 (IP)  Ethernet 1
0x806 (ARP) Ethernet 1

0x86dd (IPv6) Ethernet 3
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console# show vlan subnets-groups

Ip Subnet Address Mask Group Id

192.168.16.44  255.255.255.0 1
192.168.16.44  255.255.255.0 2

:C  Z[\ C: oo

console# show vlan internal usage

Usage VLAN Reserved [P address

gi0/22 9 Yes Inactive

:C  $M  TUV(WVT {

console# show interfaces switchport gigabitethernet 1/0/22

Port : gi0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vian Name Egress rule P ort Membership Type

1 1 Untagged System

Forbidden VLANS:
Vian Name

Classification rules:

Protocol based VLANS:
Group ID Vlan ID
Subnet based VLANS:
Group ID Vlan ID
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console#  configure

console(config)#
ingress_vlan
console(config)#

console#

ex

it

: C . =F

selective-ging list
1198 priority 1

ingress override_vlan

PVYVITA V xMWx{

show selective-ging

?#

100

Direction Priority Rule type

Vlan ID Classi

ingress 1
egress 1

override_vlan 100
override_vlan 1198

ingress
ingress

fication Outer Vlan ID

_vlan 1198
_vlan 100
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console#  configure
console(config)# interface gigabitethernet 1/0/15
console(config-if)# storm-control broadcast enable
console(config-if)# storm-control include-multicast
console(config-if)# storm-control include-multicast unknown-unicast
console(config-if)# storm-control broadcast level kbps 5000
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console# configure
console(config)# lacp system-priority 6
console(config)# interface port-channel 1
console(config-if)# speed 1000
console(config-if)# exit
console(config)# interface gigabitethernet 1/0/3
console(config-if)# speed 1000
console(config-ify# channel-group 1 mode auto
console(config-if)# lacp port-priority 12
console(config-if)# exit
console(config)# interface gigabitethernet 1/0/4
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console(config-ify# channel-group 1 mode auto
console(config-if)# lacp port-priority 13
console(config-if)# exit
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console (config)# ip default-gateway 192.168.16.2
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console# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 83% (5.57W out of maximum 6.69W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port  Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

gio/l on off LU on off off LL <50

gi0/2 on off LU on off off LL <50

gio/3  on off LU on off on <50

gio/4 on on on off off LD

gi0/21 on on on off off LD

gi0/22 on off LU on off on <50

gi0/23 on off LU on off off LL 50 - 80

gi0/24 on off LU on off off LL 50 - 80

te0/1 on off LT on off off LT
te0/2 on off LT on off off LT
te0/3 on off LT on off off LT
te0/4 on off LT on off off LT
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tunnel source ip-address

192.168.16.88
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VLAN Interface IP address HW addres S status
vlan1l g@i0/12 192.168.25.1 02:00:2a:00:0 4:95 dynamic
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console(config)# spanning-tree
console(config)# spanning-tree mode rstp
console(config)# spanning-tree priority 12288
console(config)# spanning-tree forward-time 20
console(config)# spanning-tree hello-time 5

console(config)#
console(config)#

console# shows

spanning-tree max-age
exit

panning-tree
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Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled

Root ID  Priority 12288
Address  a8:f9:4b:80:b0:80
This switch is the root
Hello Time 5 sec Max Age 38 sec For

ward Delay 20 sec

Number of topology changes 2 last change occurred 01:41:53 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20
Interfaces
Name State Prio.Nbr Cost Sts Role Port Fast Type
gi0/1 enabled 128.1 2000000 DSBL Dsbl No -
gi0/2 enabled 128.2 200000 FRW Desg No P2p (RSTP)
gi0/3 enabled 128.3 2000000 DSBL Dsbl No -
, *1 6 U(
g TUV(WVT eT)oXTA] (OTVITYW u~TJU ~Wdh o1 =
@! ! =Fn ; MN@ C$ M Mn :
; ! ; =L
=n! N ;. CL @ C:
@ pAXWwAWA T(VV
% , #"#-. -d. -/
, @ , C {
console(config)#
| $D# G; = ; C
H#" 40 P40 3
#0 Q
Pgno p 1:
Rm Pgno 7
Pgno zgjkBNjiRQ= L4 7 =F n !
g h" C$
Rm Pgno zgjkBN;jiPQ H @; Y
Pgno OPKkmBNJiR© L4 h | @; UvYY)P
Rm Pgno OPKkmBN;jiPQ 9 H @ ;! M
Pgno hmigjRL=< L /: ; L=<
F
Rm Pgno hmigjR=< L H L=<




-% , -d. -1% -
, @ ; ; {
console(config-eaps-domain)#
| $D# G; = ; @ TUV(WVTnh =
" 40 P40
H# 40 Q 3
yMRNQmMkBWkgR 5 Z[\n C:;@
G; n MN@ Z[
B 2 C: =, C$;
H MN Z[\ C: C
' M
Rm ymRNQmkBwkgR - b Z[N
QRuK L /: Cs$ KL
D ; C$
Rm QjRWK L H C$ , K LC
oPN QjRuK L “PRgtkP— D 1:L : = C$
hjogtkP K LC
% ., -d. -1 #IG
, @ ; {
console(config-eaps-domain-ring)#
I $D# G; = ; @ TUV(WVTh =
" 40 P40
H# 40 Q 3
nQjigQvBNmMQN
>UjugtiNPNOPQRRBE C ~f)(T{g #|| Bh~ = ! n M
NPRujugtjfNPNOPQRPN TV-f)(T{g #|| Bh C$
3= ?
oPymRhgQvBnmQN
>UjugtiNPNOPQRRBE C f)(T{g #|| Bh~ = ! n M
NPRujugtjiNPNOPQRPN TV-f)(T{g #|| Bh C$
t3= 72
QmkP >igoNPQ C NQgRojN? kPwP, = b .
X L \IfV_VYP"m{ C$
QmkP >PhuP C goojoNgRNB 5= 4
PhuP? P oXpTV( @ N; o~
P T(XWp"T @ o=~
P PVedV ; =@ : n N@ ;
I; C$;~
P Xpp"pTXWTPVmdV ; C=@ ; =@ : n
N@ ; ', C$,;
% , 9
1 @ ’ }>{
console#
| $D#B G, = ; }>
H# " 40 3
show eaps <hmigjF m)oX WP "m{ ."~ 7 ' $ ; $
L=< L <QjRuK L == (*“wdP*m{ D




, Yl @ WW\U
- @ $@ SiR| SgvPQ ejoymwPQv [QngBiBafmk -
= @ ;0 F F5 :$n :
[[n @ F ; =C: L MN: :CM
'l n @ :%$n MN ;
;CM ;. =C ]
G;, ="'"" M I'n =F ; n
$ C=Fn F {
;@ ~
'$ S3/| vt~
% , #"#l-. -d. -/
, @ , C {
console(config)#
| $D#D G; = ; C
" 40 P40
H# 40 Q 3
kkhn QsR 1:L C: [l
Rm kkhn QsR VWXIYVm 7 N C: i
kkhn NjiP@ 1=L4 n ! @ C
gD "6.#h|" $ [l
Rm kkhn NjiPQ H Y
kkhn OmkhBiskNjnkjPQ 7 ! : MN @ n
b< ! C D=
(0 F
! Y
g hB i efmxXTV F g F hn
CM @; [[i gYYmf TroV(h | ; n
v 0D = ; iif
“ 0"Wg.DD"Dn [[j Pi*oV( " [[j Pv)Ym'eYTAfY~V(h
Rm kkhn OmkhBiskNjnkjPQ H ol ;1M
kkhn QPjRjll= L4 S;C ;n [P C
g h @ $ :$@I
Rm kkhn QPjRjN H 2l ;M
kkhn NIBhPIgY= L4 H : ; MN ;
' [in $ =
o @ C=F :F
g #?h| =F "%z [[j
#' /s ", + %
#'& |#,']' Z~SSe[BYjiPQ
Rm kkhn NIBhPkgv H o ;M
kkhn kkhnhs >zjkNPQjRu - ; [in
zkmmhjRu? [ =™ no {
P> K = n!J[jP = CMn
> K h=m™m 5 =
P>==L K = n! [[P = M n
i =m 3
Rm kkhn kkhnhs H ! M
kkhn iPh zgoNBoNgQN QAnPgNB " H ! @ ja [l =
ymsRMN< :n V[P




Rm kkhn iPh zgoNBoNgQN H i ;M
QPnPgNBymsRN
kkhn iPh RPNrmQ|Bnmkjyy - WVTu)(cPf)Y ]+
5< 331 = g @ h =@ ;
%ukgR.S $ C= L 11
%ukgRBNVINgUUPh- 5< {g "h~ P WeolV( =@ ; WVTu)(c f)YA ]+~
SRNguuPB&? 331 =v g)NVn P XfFYAIXTMW $n
%n3 = ShkeynX 5 S )MVPPAAWXYAWdn WVTU)cHYN+ 5 C: ;= ; { )MVn NP
deVpTP_)"NVn prdWXYAWdn deVpTP_)NVn deVpTP_ )N VRR)EVWRY MWk p)eT
deVpTP_)MNVPpAdWXYMWHEmMV)P)WeV(VW]AWdn pT(VXo"WdP_"mV)n d'mV)Pp dWXY W
p)TFU)WVP_)"Vn P _YXW "m Z[\ ~
_"mV)P])WeV(VW]AWdn P TXddVm| eWTXddVm @
pT(VXo"WdP_~mV)n @ Z[\nw C:; =
_"mV)PprdWXYAWdh~
L{ g B?Dh~ P f("N)("T+ g C:
3= _{g 6h~ ; A %h~
X 5vg ."h P mp]f_XYeV :! j>n C:; =
Rm kkhn iPh RPNrmQ|B H : 7 WVTuU)(cP)Y A+
nmKkjy\vb<
kkhn RmNjzjygNjmRo jRNRPQwgk H ; CM C !
41=L4 @Il
gD " hiD fll— L4C ;n ! @
Rm kkhn RmNjzjygNjmRo H | I M
JRNPQwgk )
-% , -d. -/-dE v
L@ : @ TUV(WVT{
console(config-if)#
| $D# G; = ; @ TUV(WVT
" 40 P40
H# 40 Q 3
kkhn NQgRoijN 1:L ! [l
= 1M @ -
Rm kkhn NQgRoijN " 'L 7 N ! [l
- C: F @ -
kkhn QPyPjwP F 1:L [l @
Rm kkhn QPyPjwP 7 N 1]
@
kkhn mnNjmRgkBN¥&BCCG  f)(TPmVp]n p+pPWXoVn p+pP n $ C=i[ZP gi+fvn[vWd TUn
Xrs mVp]n p+pP]Xfn # "PoX]PZXYeVh M= @ ; =@ [[ jP
fU+tn# "PYXdn# "PoX*P
*(XoVPph,V Do M! C
;M $ C=Fi[Z{f)(TPmVp]n p+pPWXoVn p+pPmVgR]xn
$ C=iz # "PoX]PfU+n# "PYXdn# "PoX*Pe(XoVPp~,V
Rm kkhn mnNjmRgkBNkw Ml = H 2 ;M
kkhn mnNjmRgkBNkw
>nwjh C - n $ C=izpP M! =
N !
?Sn\\/,vaJ(ZRgBrI]?hgci:F? Eé?r\f?gpﬁmwp? f_"m{g P8 ?Bh~ @ =P {
X 12 ZYXW{ g PB ?Bh~ Z%J_ Z%)j @ ~ _
kkhn mnNjmRgkBNkw . Z%) . ¢ ¢ Zo/?r
. 1M Z[\P\ Cl C ; Z[\w-
nQmNmymk >ghhCQPimwP? C= iz KAIASA[ cl c -@
>0Nn C QoNn C ioNn C ngsoP C? Ml =
I C kgyn C uwQn? ’
Rm kkhn mnNjmRgkBNkw H | Y
nwijh T
kkhn igRguPiPRNBghhQPgoo ; MPXmm(Vpp{ z>]j - MN@ n =@
>3 LL 44 CRmRP C ) (T{g #|| Bh~ @
gsNmigNjy TV-)(T{g #|| Bh~ 3 LL 44 I @%P ~




<ujugtiNPNOPQRBN C d()ef{g #h~ = = n! ~
NPRujugtiNPNOPQBPN "m{g B7?Bh 5=<1 = n! ; I =
CnmQNByOgRRB&C MN @ Fo%P ~
wkgR.=? M 5=< 1xKK u KK u3=
MN @ 1 uXy = n! o
= MN@ n: =F
! @
0 @ VTUV(WVT @ =
Z[\n =@ Z[\ Mm!
oo=F MN F
(/ & T[B #
$. '/&S-TB O,
"#/ HTI[B 5 '#/
F #$ '/&$TB
' #+HSH /| HT[B
Rm kkhn igRguPiPRNB
ghhQPoo H MN @ % P
kkhn RmNjzjygNjmR >PRgtkP C 1:L |: N @ [l
hjogtkP? 1M @
o @I[ WXIYV L ~
: N *"pXIYV : N
Rm kkhn RmNjzjygNjmRo H ol ;1M
kkhn iPh PRgtkBecX § WVTu)(cPf)YA]+n Y)IXTAVIN L C: L 1T

XS

)VPfpVn "W_VWT)(+

;1M Do M! C $ C=i[Z{ WVTu)(cP
© N HYA+n Y)IXTNWn )VPpVn "W _VWT)(+
Rm kkhn iPh PRgtkP C:
L H ol M
('
kkhn iPh RPNrmQ|Bnmkjyv 4:1 WVTU)(cPHYA+ @
>ghhCQPimwBz PXmm ! ~
" P (Vo)_V ~
WeolV({gP"h P WeolV(
Rm kkhn iPh RPNrmQ|B
nmkjy\6< H WVTu)(cP)YA]+ @
kkhn iPh kmygNjmR R 7 @ 1I]
>ymmQhjRGNPL  — DMWXTV{ . @ g ! Y)IXTAW [ 'jh
yjwjyBghhQRox¥ 1 LL 44 P DM WXTV ; ~
L  —PyoBPKR! PAIXmm(Vpp{g - M @ % W npxmmvpp : =@ @ -
L 2 . P V]pPVYAW in : \ %]|i% D6
Rm kkhn iPhkmygNjmR |~ VIPPVY"Wig  Dh @ = @ VIXTYW
kkhn iPh RmNjzjygNjmR 1:L |1 N @'
NmnmkmuvByOgRuP >PRgtkP C "
hjogtkP? p WXIYV L T @~
pXIYV © N @
Rm kkhn iPh RmNjzjygNjmRo H O Y
NmnmkmuvByOgRuP o T
SSe[B "$ 'S I, % % % ' , #'F
' &' #% $ '~¢ ' SSe[~» ,,)'"$
J'+E % 3
SSe[ ', ' Y[ $ SSe[
F "HEF ' . "$H #Y[ H
5 ' s SSe[ . # &




% , 3X KL 9
;= = C:
;@ ; f(*_AYvdvm } >{
console#
| $D#6 G; = ; f(*_~YvVdVm }>
" 40 P40
H# 40 Q 3
ykPgQ kkhn NgtkP -IN $ =F [=
P @ ! =@ $
('
oO0mr kkhn ymRzjusQgNjmR| A _ = 1] $ F 1 F
<UjugtiNPNOPQRBN C ‘i'r\f)(Tig #y BBT] @ @ n -F @
NPRUjugtiNPNOPQRPN = (Mg #|
oOmr kkhn iPh ymRzjusQgN|mR, , _ = $ L Ili P
<UjugtiNPNOPQRBN C qr\i)f()g? #alﬁlll B;;] j F ‘1 F @ n - =F
NPRUjugtjNPNOPQREN = g @
oOmr kkhn kmygk A _ = [P ;$Mn M
>UUGHNPNOPQREBN C ‘?r;?f()g{gg #l#lll BB*;] Z
NPRUjugtiNPNOPQRBPN ?
oOmr kkhn kmygk NkwoB = silzp [l
mwPQkmghjRu d(T{g #|| Bh~
<ujugtiNPNOPQRBN C TV-H)(T{g #|| Bh
NPRUjugtiNPNOPQRPN =
oOmr kkhn RPjuOtmQo A _ = ;$M F @ Fn
<UjugtiNPNOPQRBN C quf)f()ﬁfg #Llll B;;] F i
NPRUjugtiNPNOPQR®N =
oOmr kkhn oNgNjoNjyo n _ = [l
<UjugtiNPNOPQRBN C dT;?f()E{gg #lilll '?;;]
NPRUjugtiNPNOPQRPN =
+ @#--1 %
H C |d MN TY_P { N(TP mVp](MTMNWn p+TVoPWXoVn p+pTVoP
mVp](MTMW @ C MN @ ? #6DD
console(config)# configure
console(config-if)# lIdp optional-tlv port-desc sys-name sys-desc
console(config-if)# lldp management-address 192.168.17.55
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console#  show lldp configuration

LLDP state: Enabled
Timer: 30 Seconds
Hold multiplier: 4

Reinit delay: 2 Seconds
Tx delay: 2 Seconds

Port State Optional TLVs
gi0/1 Rx and Tx PD, SN, SD
gi0/2 Rx and Tx
gi0/22 Rx and Tx

More: <space>, Quit: g, One line: <return>

Address

192.168.16.55
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console# show lldp neighbors
Port Device ID Port ID System Name Capabi lities
gio/1 0060.704C.73FE 1 ts-7800-2 B
gio/2 0060.704C.73FD 1 ts-7800-2 B
gio/3 0060.704C.73FC 9  ts-7900-1 B, R
gio/4 0060.704C.73FB 1  ts-7900-2 w
show lldp neighbors gigabitethernet 1/0/20
Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B
System Name: sandbox2
System description: 24-port 10/100/1000 Ethernet Sw itch

Port description: Ethernet Interface
Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-
duplex mode, 100BASE-TX half duplex mode, 10BASE-T
half duplex mode

Operational MAU type: Unknown

T full duplex, 100BASE-TX full
full duplex mode, 10BASE-T




| $D#?P- . C
)(T 4,
V_"NV %)j 5; >pP @
)(T %j 5 @
+pTVo WXoV / @
SXEXINYATAVP = @ {
z S gz("mdVh~
k SL : gkeTV(h~
T 1! t%PO% gt[\ 1IVpp )"WTh~
il givVYVIU)WVh~
i A>%P @ gjA>% ]XIYV mV_7Vh~
v / @ gv)pTh~
( C gkVIVXTV(h~
Al gATUV(h
+pTVo mVp](MTYNW - @
)(T mVp](MTHW - @
XWXdVoVWT Xmm(Vpp 3 @ ;
eT)PWVd)TAXTNHW - n ;!
peff)(T
eT)PWVA)TAXTNW pTXTep - n Ml .
eT)PWVA)TAXTNHW - =n = $@
m_V(T "pVm >XIXINYATNWVp
AfV(XTNWXY ' q T+V 11'@'qgP @
, 2 @ MU
k% g keT"Wd %Ws)(oXTYW ()T)DYh f @ n
Lo C;L M ;$Mn
i € IC @ n =@ :
;L :$ G $ P =@ n k%
; in n ; g M
' $ $ F @ @;L
% , H"#I-. -d. -/
, @ , C {
console(config)#
| $D?PG; = ; C
N 40
H# 40 Q 3
QmsNPQ Qjn PRgtkP K% M M $ LS k%
Rm QmsNPQ Qjn PRgtkP 0 ’ H i 1M
QmsNPQ Qjn QPhjoNQjtsNP Mm! ! =F; L
oNgNjy $ k%
Rm QmsNPQ Qjn QPhjoNQjtsNP H O Y
oNgNjy ' T




% , -d. - - dE 3
, @ |
console(config-if)#
| $D?PG; = ; @ NMf
H# " 40 P40 3
#0 Q
i | . 0,
Qjn 1 MK% M! $ ' $ k%
M! @
Rm Qjn H 1 Y
Qjn wPQojmR > C ? - M k%
Rm Qjn wPQojmR H ol ;1M
Qjn ngoojwPBjRNPQzgyP 1M =Ml @ @
Rm Qjn ngoojwPBjRNPQzgyP @ M H o 1M
) ) M! $M ;!
Qjn gsNmBoPRh ol MM|$ K%P :$ @
Rm Qjn gsNmBoPRh ' H o 1M
Qjn mzzoPit4 . N
Rm Qjn mzzoPN )+pVT{g  Dh| H ol 1M
Qjn hPzgskNBQmMsNP mQjujRgNP. L
M7 70RN 4 ' I)-;\;)VTé g Dh I ;L I'M k%
Rm Qjn hPzgskNBQmsNP T M H | LM
mMQjujRgNP mzzoPN ’
Qin gSNOPRNijygNjmR TV*T{g P.h ; M! $M k%
F; $ {
>NPIN C . — =
. WXoV{gP"h ; P TV*T == ~
ihz < ? .
P omD iD
M
Rm Qjn gsNOPRNjygNjmR| $ H ! I'M
M!
% , 3X KLY
, @ ; f(*_AYVdvm '} >{
console#
| $D?PG; = ; f(*_~YVdVm }>
H# " 40 3
; i$ k% ;N :${
oOmr jn Qjn omD $ '|D~
<ihZ C oNgNjoNjyo C nPPQ= pTXT pT ]p ! =~
fvv( ;6!
+ @#IN -/ %
M! C k% 6 ."n C M
$M'jD{
onsole#
onsole# configure
onsole(config)# router rip enable
onsole(config)# interface ip 172.16.23.0
onsole(config-if)# rip
onsole(config-if)# rip version 2
onsole(config-if)# rip authentication md5 test




Z Z pmjyP pSWU

2NV Z[\ C: = 2)% P C M Z|\ 2)%P
@ ; =C :l=EP = ' $ G $
@; N F @;; 2)%P n Ag% A(AXWAXTYWXYY+ qW xeV
Y%omVWT eNV/( =B '>P h 4:1 2NV Z[\ F
;! P @; Aq% $= 2NV Z[\ G
n N@ 2NV Z[\ =@ Z[\ TXddVm 2)MNV
V4 A MNF F{
2)%P n! = =20¢C = =n %j 2"V
Z[\n =05
Z)% P = = jv>P: = jv>P
$ " gzZ[\ Wh % 2NV Z[\n  ;NCM @
@ ;! o Z[\
M $ 2NV Z[\ = Ag% @ 2)%P n
7 MNF =
Zd1 I # E &
{{zz "SA
{"{z >"p])
{ {6D ZN(M"TVY
{i{ AWATVY
{{" “VoVWp
{.{z? \ >| UrYMMp
{O{ veXuV P">A'
{?{. _X+X
pmjyP pSWU #+ $& " H FIH +# NQsR| uPRPQgk
%, #"#-. -d. -/
, @ , C {
console(config)#
I $D? G; = ; C
" 40 P40
H# 40 Q 3
wmjyP wkgR gujRuBNjiPmsN H @; n N VP
<=5 _YXW 0 ! : =
ThoV)eT{g B" |BBh @; Aq% 2)% P N AV _YXW
Rm wmjyP wkgR gujRuB 2 ;M
NjiPmsN
wmjyP wkgR §s<QPigQ|= H >An =; M @;=n
g Péh|. N Z2)"V Z[\
Rm wmjyP wkgR ymo 2 Y
wmjyP wkgRLh H Z[\  Z)NV Z[\
Rm wmjyP wkgR jh H Z[\ )NV Z[\
%m{g B ?Bh ) ' 'G pSWU
& F/ &G' FwmjyP wkgR"
H H
wmjyP wkgR msjBNgtkP N . : C $ Aq%
>ghhe5 COPImwES 2 e =" @ '>p P u)(m Jen
%OU)(mS U)(m{ " h .
Rm wmjyP wkgR msjBNgtkP 9 ' H c. C AQUP  $=




-% , -d -/ - dE
: @) ; @ TUV(WVTn @
= A
console(config-if)#
| $D?B G; = ; @ TUV(WVT
" 40 P40

H# 40 Q 3
wmjyP wkgR PRgtkP " Ml Z2)AV Z[\
Rm wmjyP wkgR PRgtkP ' - M 2NV Z[N
wmjyP wkgR ymo imhP Y/ [ F @;n
>0QyCgkk? p C !
Rm wmjyP wkgR ymo imhH ol M
wmjyP wkgR oPysQP ME =@ Z[\ G

: C n = = =
m! 2NV Z[\ ;!

Rm wmjyP wkgR oPysQP ol I'M

% , 9

, @ >

console#

| $D?D G; = ; }>
" 40 P40
H# 40 Q 3
oOmr wmjyP wkgR d
A "~f)(T{g #|| Bh~
<ujugtiNPNOPQRBN C _ A
NPRUjugtiNPNOPQBPN TV_B(()Te{f{g #|#|h Bh 2V zi\
C nmQNByOgRREE: 9
7 ~
A % " ICEG:D8A7: ABB<;77D9MK
=@ ; P! @ 3
C; ; F;, A%
% , -d. -/ - dE R)HY
, @ ; @ Z[Y
console(config-if)#
| $D? G; = ; @ Z[\
" 40 P40 _

H# 40 Q =
tQjhuP iskNjygoN imhP 7 ; @ ! =F
“igyBuQmspinw BuQmss BoX]Pd()ef ; I'n
jnw BoQyBu@msn Z[\ '">P F~

P ~f_BPd()ef ; !
PloX]Pd()ef C $n = Z[\
% B~
P MPp(JPd()ef ; !
C $n = Z[\
% _B




Rm tQjhuP iskNjygoN imhH H ! Y
tQjhuP iskNjygoN ghhQPod @ '>P $ @
z<1<5 14 LL 44u3 $ !
<56 14 LL 44| <$ghh— @=: =
QPImwB P oX]PoeYTAXpTPXmm(Vpp @'>P ~
“ujugtiNPNOPQRE3 C P MPoeYTAIXpTPXmm(Vpp %P @
NPRujugtiNPNOPQBPN N P Xmm P ; '>P
CnmQNBYyOgRRB® d"-)(T{g # | Bh~ TUV(WVTP
TV-N(T{g #| Bh~ | p (o) v - >p
dQef{ g #h o @ N |- “a
na
Rm tQjhuP iskNjygoN H @ '>P $=
ghhQPoo
%1<5 14 LL 44u3
<5 14 LL 44
tQjhuP iskNjygoN zmQtjhhPR /: : NMN '>P
ghhQPoo
<1<5 14 LL 44 — P oX]PoeYTAXpTPXmm(Vpp @'>P -~
3<5 14 LL 44 S P MPoeYTAIXpTPXmm(Vpp % P @
“ghh—QPimwP* BXmm n: NMN C
UjugtiNPNOPQRB3: C @'>P |
NPRujugtiNPNOPQRBRPN A)(T{g #|| Bh~ ~
CnmQNByOgRRB&? TV-A)(T{g #|| Bh~ P (Vo)_V
dOef{g #h |
! @ N I : "a
‘na
Rm tQjhuP iskNjygoN H : NMN 'SP
zmQtjhhPR ghhQPoo
z<1<5 14 LL 44u
3<5 14 LL 44
tQjhuP iskNjygoN zmQrgQhB 1:L I F; =F
gkk P oX]PoeYTAXpTPXmm(Vpp @'>P -~
“ghh—QPimwP df)(T{g #| Bh~ P Xmm n : LMN I F
UjugtiNPNOPQR®3¢ C TV-f)(T{g #|| Bh~ =F |, =F ~
NPRujugtiNPNOPQBPN d(ef{g #h P (Vo) _V |, =F
CnmQNByOgRRB®? 1M | : LMN
F: =F ! @ N I a
- N ‘na
Rm tQjhuP iskNjygoN ! ' M
zmQrgQhBgkk
tQjhuP iskNjygoN zmQtjhhPR 7 N ! C
zmQrgQhBgkk ; @
“ghh—QPimwP P AWTV(X]VPY/pT @ TUV(WVT~
UjugtiNPNOPQRE3: C df)(T{g #|| Bh~ P f)(TPJUXWWVYPWeolV(PY pT ~
NPRujugtiNPNOPQRBPN TV-f)(T{g #|| Bh~ P Xmm : n: NMN I F
CnmQNByOgRRB®? d(ef{g #h =F |, =F
M -
N i P (Vo)_V |, =F
C N MN
: @ ! @ N I:7a ‘na
Rm tQjhuP iskNjygoN ! ;M
zmQtjhhPR zmQrgQhBgkk
tQjhuP iskNjygoN jnBghhQPoo 1 % P $ @ $ n
3<5 14 LL 44 <<ghh( ! | @=: =
QPimwP= P AMPoeYTAXpTPXmm(Vpp @%P ~
~UjugtiNPNOPQRB3Y C A f)(T{g #|| Bh~ P Xmm = ~
NPRujugtiNPNOPQRBPN TV-f)(T{g #|| Bh~ P (Vo) V =: ==
CnmQNByOgRRB®? dOef{g #h ! @ N I :7a ‘na
Rm tQjhuP iskNjygoN jnB H @%wnP : %=
ghhQPo8<5 14
LL 44
tQjhuP iskNjygoN zmQtjhhPR d*f)(T{g #|| Bh~ 7 N % P

jnBghhQPo8x=5 14

TV-)(T{g #|| Bh~




LL 44? >ghh C QPimwP? d(ef{g #h P AMPoeYTAXpTPXmm(Vpp @& %-
UjugtiNPNOPQRB3+ C P Xmm : | ~
NPRujugtiNPNOPQRPN P (Vo)_V : | : =
CnmQNByOgRRB®? ! @ N I :7a ‘na
E+ /# &, J'¢ $ % $
#% - $ +'$ $&
, % '$
Rm tQjhuP iskNjygoN ! M
zmQtjhhPR jnBghhQRBoo >
<5 14 LL 442
tQjhuP iskNjygoN omsQyP H ; %P
LL 44 uQmsr3 <5 14 C: = ; $ @
LL 44 <<ghh C QPimwP= n ! | @ =
>ujugtiNPNOPQRBN C =
NPJR%jJugthPNOPQR-PN P MPXmm(Wpp =@ %P ~
CnmQNBYOgRRBE®= d")(T{g # | Bh~ | pApoeyTAXpTPXM(VP@® % P ~
Tv-N({g #| B~ 1 pxmm "¢ = F %P ~
dOef{g #h PVMO)VP C =: = F %P
Rm tQjhuP iskNjygoN omsQyP ! M
3 LL 44 uQmsr8
<5 14 LL 44
tQjhuP iskNjygoN zmQtjhhPR H : |
omsQyB LL 44 uQmsi8 . %P C: =;
<5 14 LL 44 >ghhC $ @ $
QPimwP?

- 6 -
NPRujugtiNPNOPQRBPN df)(T{g #| Bh~ b xmr p p - % P
CnmQNByOgRRB®? TV-f)(T{g # | Bh-~ " :

d0ef{g #h P (VO)V : : = F
% P
Rm tQjhuP iskNjygoN ! M
zmQtjhhPR omsQyP
LL 44 uQmsi3<5 14
LL 44
tQjhuP iskNjygoN jnw imhp 7 ; @ ! =F % _.P
>igyBuQmsn C jnBuQmsn C jnB ; @ =
0QyBuQmsn? BoX]Pd()ef ; In
Z[\ '>P F~
P ~Pd()ef ; ! ; C $n
PloX]Pd()ef = Z[\ ;% -
P AMPp(JPd()ef ; ! ;
C $n = Z[\
;% .
Rm tQjhuP iskNjygoN jnw H ! ;1M
imhP
tQjhuP iskNjygoN jnw jnB 1 @ % _.P $ @
ghhQPo8XI<5 14 $n ! | @ =
LL 44 <<ghh C QPimwP= =
sujugtiNPNOPQRB3: C AT 41 Bhe P AMPoeYTANXpTPXmm(Vpp @%P -~
NPRUjugjNPNOPQREN —N(T{g #| P Xmm = -
ChmQNByOgRRB®= TV-NO(T{g #| Bh~ | p o) v = =
dOef{g #h I @ N I :a ‘na
Rm tQjhuP iskNjygoN jnw |nB H @%»P $=
ghhQPoo
3<5 14 LL 44
tQjhuP iskNjygoN jnw 7 N 1 Cl; C @ %_.P
zmQtjhhPR jnBghhQPoo A _ =@
3XI<5 14 LL 44 d-n(T{g # | Bh P A_.PoeYTANXpTPXmm(Vpp @%P -~
>ghh C QPimwP? TV-N(Hg #| Bh= | oy | ~
— ' dOef{g #h . : -
> UjugtiNPNOPQRBN C P (Vo) V : | : =
NPRujugtiNPNOPQRBPN ! @ N I :"a ‘na




CnmQNByOgRRB®?
Rm tQjhuP iskNjygoN jnw ! Y/
zmQtjhhPR jnBghhQPoo
3XI<5 14 LL 44
tQjhuP iskNjygoN jnw H ; % _.P
omsQyBXI LL 44 uQmsn C: = ; $
3XI<5 14 LL 44 n ! | @
<<ghh C QPimwP= =
> UjugtiNPNOPQRBN C ~f)(T{g #|| Bh~ PA_PXmm(Vpp F =@ %P -~
NPRujugtiNPNOPQBPN TV-f)(T{g #|| Bh~ P Af_PoeYTAIXpTPXmm(Vpp @ %P
CnmQNBYyOgRRB®= d(ef{g #h P Xmm Cc = F % P ~
P(WVo)VP C =: =F %P
Rm tQjhuP iskNjygoN jnw o ;M
omsQyBXI LL 44 uQmsn
3XI<5 14 LL 44
tQjhuP iskNjygoN jnw H |
zmQtjhhPR omsQye ; % _P C:
LL 44 uQmsiBXI = ; $ @ $
<5 14 LL 44
>ghh C QPimwP? PAN_PXmm(Vpp F =@%_.P ~
> ujugtiNPNOPQRBN C N P AM_.PoeYTAIXpTPXmm(Vpp @%_P -~
NPRUjugtjNPNOPQREN —N(T{g #| Bh~ | p xmm F
CnmQNByOgRRB® TV-(T{g #| Bh~ | o p -
dQef{g #h P (Vo)_V = F
% _.P
Rm tQjhuP iskNjygoN jnw ! ;M
zmQtjhhPR omsGy®
LL 44 uQmsr3XI
<5 14 LL 44
% , -d. -/-dE &% @N - - dE * Kk
- dE . @@ @
: @ : @ TUV(WVTn @
=
console#  configure
console(config)# interface { tengigabitethernet te_port | gigabitethernet
gi_port | port-channel group | range {...}}
console(config-if)#
| $D?6 G; = ; @ TUV(WVTn = @
" 40 P40 _
H# 40 Q =
tQjhuP iskNjygoN H !
SRQPuUjoNPGMrgQhjRu : =F =F
ZjkNPQjRu P ¢)(uX(m*wWd C: =
Pl*)(uX(m”Wd PAYTV(™Wd C C : =
Rm tQjhuP iskNjygoN H i ;M
SRQPuUjoNPQPh




% ., #"#-. d. -]
, @ , C {
console(config)#
| $D?# G; = ; C
" 40 P40 _
H# 40 Q =
tQjhuP iskNjygoN zjkNPQjRu Ml C $M =F
Rm tQjhuP iskNjygoN Pl M! - M C $M =
ZJKNPQjRu
igy ghhQPooBNgtkP gujRuB 7 i F >P $
NjiP 4 1=14 "
Rm igy ghhQPooBNgtkP g - H T 1M
gujRuUBN;jiP
igy ghhQPooBNgtkP oNgNjy F =@ '>P $ @
<1 LL 44 wkgR L $
JRNPQzgyP BoX]PXmm(Vpp S3/P ~
UjugiNPNOPQR® C BYXWP'm ; Z[\~
NPRUjugtiNPNOPQBEN BV(OXWVWT =@ '>P cC C
CnmQNByOgRRB®? ~(T{g #|| Bh- ;NCM ; = Rm tQjhuP ghhQPoo€
<nPQigRPRNCthPNPBnREEI__ Tg L' Bho | BMVYVTVPWP(VpVT =@
QPoPNCthPNPBmRBN'iPmsM_Cg(e{fg LL Do @ -~
oPySQP = Oef{ g P MVYVTVP)WPT 0V)eT =@ @ P -
Ppvle(v =@ C ;NCM
= Rm tQjhuP ghhQPoo : N
g Rm nmQN oPyBQjNv
Rm igy ghhQPooBNgtkP oNgNjy H >P $= @ $
<1 LL 44 =wkgR L
tQjhuP iskNjygoN QPoPQwPhB - @ @
ghhQPool<5 14 =
LL 44 <PNOPQRPNBw oX]PoeYTAIXpTPXmm(Vpp @'>P -~
3 CKkig3 C kkyBoRgh VTUT+V TUV(WVT _~
3 L=>hjoygQh C tQjhuP? pXf >~
TUT+V{g. P *0000h | FM [[>P WXf~
m”p]X(m P ~
Xf{g P *O00Oh I(*mdV - M . [(*mav
-\ *| kK i
Rm tQjhuP iskNjygoN m{gP *O0000000000H, 1 1M
QPoPQwPhBghrQPoo
<5 14 LL 44
<PNOPQRPNB® C kky
43C
kkyBoR@r. =
% , OX KL 9
., @ ; (_MYvdvm }> {
console#
| $D?? G; = ; (“”YVdVm }>
H# " 40 =
ykPgQ igy ghhQPooBNgtkiP H o !$I ! $=
>hvRgijyC oPysQP? N _
<RNPQzgyP >ujugthPNOPQF51?\I/\pf(T_f_g #y ?3?» P m+WX0"] R @-
Ki3= C -H(T{g #| P pV]e(V ' F: @

NPRUjugtiNPNOPQBPN
CnmQNByOgRRB® =

dOef{g #h




console>

I $D G; = ;}

>

H#"

40

oOmr igy ghhQPooBNgtkP

<hvRgijy C oNgNjyC oPysQ

%kgX S RNPQzgyP
“ujugtiNPNOPQR®3Y C
NPRujugtjiNPNOPQRPN
CnmQNByOgRRBES
%hhQPool LL 44 S

P=arH(T{g #| Bh-

TV-A)(T{g # | Bh~
dQef{g #h-~
Z[\%j{g B ?Bh

= $

@ n F
P m+WXo"]
P pTXT"
P pVie(V

oOmr igy ghhQPooBNgtkP
ymsRN

kg —RNPQzgyP
>UjugtiNPNOPQRBN C
NPRujugtiNPNOPQRPN
CnmQNBYOgRRBR §

oOmr tQjhuP iskNjygoN
ghhQPo0oBNgtkP HvkglRS
%hhQPo&d1 <5 14

LL 44 —3Xc<5 14

LL 44 C3XI<5 14

LL 44"S

%mQigNjn —igy? S
%MmsQyRBXc 4=5 1

LL 44— _.PoeYTAXpTPR
Xmm(Vpp” S

Z[\%jg B ?Bh

oOmr tQjhuP iskNjygoN
ghhQPooBNgtkP oNgNjy
<wkgR L ShhQPoo1l
<5 14 LL 44 —3Xc
<5 14 LL 44 —3XI

<5 14 LL 44 S
%msQyBXc4=51 LL 44
— M _.PoeYTAIXpTPXmm(
<gkk Cigy C jn=

Z[\%jg B ?Bh

VppS

I F =
F @ Zz[\

o0Omr tQjhuP iskNjygoN
ZjkNPQjRuU L

Z[\%jg B ?Bh

Z[\

o0Omr tQjhuP iskNjygoN
SRQPuUjoNPQPh
%4ugtiNPNOPQRB3¢ C
NPRujugtiNPNOPQBPN
CnmQNBYOgRRBES

NN(T{g #| Bh~
TV-f)(T{g #|| Bh~
dOef{g #h

$M C

o0Omr tQjhuP iskNjygoN
imhP <wkgR L =

Z[\%j %o B ?BS

o0Omr tQjhuP iskNjygoN
QPoPQwPhBghhQPooPo




+ @#-1 %

MIC C $M =F 5 : 7 C :F 'SP
BD n :LC o = ; =

console #  configure

console(config) # bridge aging-time 450

console(config) # bridge multicast filtering

console(config) # interface gigabitethernet 1/0/11
console(config-if) # bridge multicast unregistered forwarding

console#  show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.130|2.2.3 dynamic gio/1, gio/2
19 224-239.130|2.2.8 static gi0/1-8

19 224-239.130|2.2.8 dynamic gi0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports

1 224-239.130|2.2.3 gi0/8

19 224-239.130|2.2.8 gio/8
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console#  configure
console (config)# radius-server timeout 5
console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10




console (config)# radius-server key secret
console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2
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console# show radius-servers
start
IP address Port port Tim Ret- Dead- so urce IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPV6 : ::
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snmp-server enable
snmp-server contact
snmp-server location
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onsole# show rmon statistics gigabitethernet 1/0/10

Port gi0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: 0

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389
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onsole# show rmon collection stats gigabitethernet 1/0/8
Index Interface Interval Requested Samples Granted Samples Owner
1 gio/8 300 50 5 0 Eltex
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console# show rmon history 1 t hroughput

Owner: MES
Interval: 1800
Granted samples: 50

Sample set: 1
Interface: gi0/1
Requested samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675 218.67%
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console# show rmon alarm-table
Index OID Owner
1 1.3.6.1.21.2.2.1.10.1 CLI
2 136.1.21.221.10.1 Manager
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console#

show rmon alarm 1

Alarm 1

Interval: 30
Sample Type: delta
Startup Alarm: rising

Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Rising Threshold: 8700000
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onsole# show rmon events
Index Description  Type Community Owner Las t time sent
1 Errors Log CLINov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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console# show rmon log
Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33
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console(config)#
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console(config)# management access-list eltex_manag

console (config-macl)#
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console(config)#
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console#  configure




console(config)# crypto key pubkey-chain ssh
console(config-pubkey-chain)#
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soPQB|Pv 54 < F C !
“Qogehog? M!
. P(X : CkP M~
g B#h PmpX : CjP M
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console#  configure
console(config)# crypto key pubkey-chain ssh
console(config-pubkey-chain)# user-key eltex rsa
console(config-pubkey-key)#
$D"# G; = ; C M
H# " 3
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console# configure
console(config)# ip ssh server
console(config)# ip ssh pubkey-auth
console(config)# crypto key pubkey-chain ssh
console(config-pubkey-chain)# user-key eltex rsa
console(config-pubkey-key)# key-string

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAI4kpglw9GBRZQZXjHKcqKL6rMIQ+ZNXf
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRfpSwoQUVV35LqJ Jk6710U/zfwOl1gkTwmI75Q
R9gHUjS6KWGN2QWXgh3ub8gDjTSgmuSn/Wd05iDX2IExQWu08li cglk02LYciz+Z4TrEU/9FJX
wPiVQOjc+KBXuUROjuNg5nFYsY0ZCKON/W9a/tnkm1shRE7Di71+  w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaT1lwefWwX6f+Rmt5nhhqdAtN/40Jfcel66DgVX1lg WmNzNR4DYDvSzg0IDnwCACS

Qh
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console(config)#
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console#  configure
console(config)# line { console|telnet|ssh }
console(config-line)#
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console#  configure
console (config)# logging on
console (config)# logging console errors
1 ce |
console# clear logging file
Clear Logging File [y/n]ly
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console(config)#
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console(config-if)#
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console#  configure
console(config)# interface gigabitethernet 1/0/13

console(config-if)# port monitor

gigabitethernet

1/0/18




console#

;S M

MN ; ;

show ports monitor

Source Port Destination Port Type

Status

gi0/18 gi0/13 RX,TX notRead y
Z I’ kmr
OY)u F n MN ; C = F ! =
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console(config)#
| $DB?PG; = ; C@ $
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console#  configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port }
console(config-if)#
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console#  configure
console(config)# sflow receiver 110.0.80.1
console(config)# interface range gigabitethernet 1/0/1-24
console(config-if-range)# sflow flowing-sample 110240
console (config-if)# sflow counters-sampling 2401




Z I %' G, % '
/ = e = TRk - - =
; =F @n M! =F - s, @ n
: 3 % #" % &
% , 3 X KLY
, @ ; f(°_~Yvdvm } > {
console#
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console>
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console# test cable-diagnostics tdr interface gigabitetherne t 1/0/11

.console# test cable-diagnostics tdr interface giga bitethernet 1/0/11
.07-Feb-2011 16:22:16 %LINK-W-Down: gi0/11

07-Feb-2011 16:22:16 %LINK-W-Down: Vlan 1




Cable on port gi0/11 has short circuit at 2 m
console# 07-Feb-2011 16:22:17 %LINK-I-Up: gi0/11
07-Feb-2011 16:22:

17 %LINK-I-Up: Vlan 1

:C :C = {
console# show cable-diagnostics tdr
Port Result Length [meters] Date
gio/1 Fiber
gio/2 Fiber
gio/3 Fiber
gio/4 Fiber
gio/5 Fiber
gi0/6 Fiber
gio/7 Fiber
gio/8 Fiber
gio/9 Fiber
gi0/10 Fiber
gi0/11 Short cable 2 07-Feb-2 011 16:22:16
gi0/12 Not tested
gi0/22 Fiber
, 3% 0 %
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console>
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console# show fiber-ports optical-transceiver inter

1/0/1 detail

face gigabitethernet

Port

Temp Voltage Current Output Input
[C] [Volf] [mA]

Power Power
[mWatt] [mWatt]

gio/1

Temp
Voltage
Current

N/A N/A NA NA NA

- Internally measured transceiver tem
- Internally measured supply voltage
- Measured TX bias current
Output Power - Measured TX output power in milliwa
Input Power - Measured RX received power in milli

LOS

N/A

perature

tts
Watts




LOS

- Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warn

ing, E - Error
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console#  configure
console(config)# dot1x system-auth-control
console(config)# aaa authentication dotlx default radius
console(config)# interface gigabitethernet 1/0/18
console(config-if)# dot1x port-control auto
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console# show dotlx

802.1x is disabled
Admin Oper Reauth Reauth  Username

Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gi0/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a




gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: q, One line: <return>

console# show dotlx interface gigabitethernet 1/0/12

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a

* Port is down or not present

Quiet period: 60 Seconds

Tx period: 30 Seconds

Max req: 2

Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:

Authentication Method: Remote
Termination Cause: Port re-initialize

Authenticator State Machine
State: INITIALIZE

Backend State Machine
State: INITIALIZE
Authentication success: 0
Authentication fails: 0
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console# show dotlx statistics interface gigabitethernet 1/0/13
EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38
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console#  configure
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console#  show ip dhcp snooping
DHCP snooping is globally enabled
DHCP snooping is configured on following VLANS: 2, 5
DHCP snooping database: enabled
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled
Interface Trusted
gio/17 yes
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H# " 40 3
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console#  show ip source-guard configuration
IP source guard is globally enabled.
Interface State
gio/4 Enabled
gi0/21 Enabled
gi0/22 Enabled
M! C $M :N = %P cC s $=
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console#  configure
console(config)# ip dhcp snooping

console(config)#

ip source-guard

console(config)#
gigabitethernet

ip source-guard binding
1/0/12

0060.704A.ABAF 3 192.168.16.14
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console(config-if)#
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console#  configure
console(config)#

ip arp inspection list

console(config-ARP-list)#

| $D6? G; = ;

kP {

spisok

H#"

jin 3 LL 44
igy <1 LL 44

! %P S3/P

Rmjn3 LL 44 igy <1
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console#

| $D# G; = ; }>

H#"
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oOmr jn gQn jRonPYyNjmR
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console#  configure
console(config)# ip arp inspection list spisok
console(config-ARP-list)# ip 192.168.16.98 mac 0060.70AB.CCCD
console(config-ARP-list)# exit
console(config)# ip arp inspection list assign 11 spisok
. C I F @ %P S3/P {
console# show ip arp inspection list
List name: servers
Assigned to VLANSs: 11
IP ARP
192.168.16.98 0060.70AB.CCCD
Z ' ebX[<«Pkgv
G; ="'" $ jv> kVYX+ 7 1@ jv> kVYX+
I jv>P n ! jv>P
F @ n @ @ $@ C=F
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console(config)#
| $D# G; = ; C
H# " 40 3
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console#  configure
console(config)#
console(config-if)#

interface

$D# G; = ;

@ Z[Y

vlan {VLAN ID}

@ Z[\

H#"

3

jn hOyn QPkgv PRgtkP

Rm jn hOyn QPkgv PRgtkP

M! $@ jv> kVYX+

= M $@ jv> kVYX+
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console#
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oOmr jn hOyn QPkgv - $M

@ $ jv> kv
=F

YX+

+ @#-1 %

. C $ jv> KVYX+

console#  show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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console(config)#
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console#  configure
console(config)# ip dhcp pool host name
console(config-dhcp)#
$D#D G; = ;
H# " 40 3
ghhQPo8 LL 44 1 % P v>P
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console# configure
console(config)# ip dhcp pool network name
console(config-dhcp)#
| $D# G; = ;
H# " 40 3
ghhQPoo }=2 5< C H ; ;
kmr =[ LL 44 jv>P
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console#

console# configure

console(config)# ip dhcp pool network test
console(config-dhcp)# address 192.168.45.0 255.255.255.0
console(config-dhcp )# domain-name  test.ru
console(config-dhcp)# dns-server 192.168.45.112
console(config-dhcp)# default-router 192.168.45.1




N@ " !

ZZ "'G% " WXS '
>[ glIVpp >)WTQY [*pT h $n
C$ FN F N = F n
i>|qj n% P S3/P
WXSB ., Tlw Tlw WXB Yo+ $H& S,
Tw T[wB #% & # "# G, #' G- *
WXS' ., WXB "H+ #I & # Tw Tw )
" % "#% & # " G-
G; = >[ = ; C
% , #"#-. -d. -/
G ; ’ C ’ {
console (config)#
| $D#? G; = >[
H# " 40 3
jn  gyyPooBkjoN PINPRhPh /: L >[ $
1144 4 % B F g
= ;. N h F
Rm jn gyyPooBkjoN PINPRhPh H > $ %_B
1144 4
jnw gyyPooBKkjdNl 44 4 /: L >[ $
% F ; g
g "h = N | h F
Rm jnw gyyPooBKjhM4 H > $ %_
4
igy gyyPooBkjoN PINPRhPh / > :S3P $
1144 4 g =
N :h F
Rm igy gyyPooBkjoN H > :S3P $
PINPRhPH1 44 4
NjiPBQgRUR < F : TrOVP(XWdV
" . =F
g "h P T"oVPWXoV P ; TroVP(XWdV
Rm NjiPBQgRuP < H @ $ TrOVP(XWdV
| = C >n  F ; . C @ ;
5 @ ;n C:MN; n; =C @ TUV(WVTn




-% , -d. -/ - dE k. 2@ @ C
G; ; @ TUV(WVTn =
{
console (config-if)#
$D? G; s >[ @
H# " 40 3
oPQwjyPBgyk jRitsM4 4 @ F S o @
9 "h ’ ; = : :@ :
@
Rm oPQwjyPBgyk jRnsN H @
%, OX KLY
G, ;o (A_AYVdVm 3> {
console#
$D? G; = : >[
H#" 40 3
oOmr gyyPooBkjaNo44 = >[n = :
4= A
oOmr gyyPooBkjoNo NjiPB g "hs = >[n = n
QgRuUPBgyNjwP44 4= = N =;
oOmr jJRNPQzgyPo gnyochchNo = > ! = @ ;
ot —f)(T{g #| Bh~
<ujugiNPNOPQRBN C Tvi)fg(i{gg Lh .y
NPRujugtiNPNOPQBPN YXWPAM{g B ?BhA
C nmQNBYyOgRRBEC wkgR - d0efg #h ’
X tL =
ykPgQ gyyPooBkjoNo ymsRNPQo - C 11 >[n 11
Mt —f)(T{g #|| Bh~
<UjugtiNPNOPQRBN C ij)fg(i{gg #Llll o S[ @
NPRujugtiNPNOPQRBPN d0efg #h
C nmQNByOgRREE: 9
oOmr jRNPQzgyPo gyyPogBkjoNo = I
ymsRNPQo df)(T{g #|| Bh~
<ujugtiNPNOPQRBN C TV-f)(T{g #|| Bh~
NPRujugtiNPNOPQBPN d()efg #h
C nmQNBYyOgRRPR=
% , 9
G; P> {
console#
$D? G; = : >[
H#" 40 3

oOmr NjiPBQgRu®
<

$ M TroVP(XWdV




., H % W JUL*
N = =F ; n C:;=F
; @ >[n =F $ % B
/ F ; >[n =F $ % _Bn
N ; {ip access-list extended access-list 4 :n :
> 0 YTV F ;= C MN ; H
console#
console# configure
console(config)# ip access-list extended EltexAL
console(config-ip-al)#
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console#
console# configure
console(config)# ip access-list tcp_ena

console(config-ip-al)#
console(config-ip-al)#
console(config-ip-al)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config-pmap)#

console(config-pmap-c)#
console(config-pmap-c)#

console(config-pmap)#
console(config)#
console(config-if)#
console(config-if)#
console(config)#
console(config-if)#
console(config-if)#
console(config)#

permit tcp any any dscp
permit tcp any any dscp
exit
gos advanced
gos map dscp-queue 12 to
gos map dscp-queue 16 to
priority-queue out num-of-queues

1
2

exceed-action

policy-map traffic
class classl access-group
police 1000 200000
exit
exit

interface gigabitethernet
service-policy input
exit

interface gigabitethernet
service-policy input
exit
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tcp_ena

drop
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console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static




C 10.0.1.0/24 is directly connected, Vlan 1

S10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, VI an 12
S10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not A ctive
S172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vla n12
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Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure
[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:
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boot system [unit unit] { image-1 | image-2 }
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console# show version

SW version 2.1.6 (date 05-Jun-2011time 16:14 :03)
Boot version 0.0.0.3 (date 17-Aug-2010 time 2 3:18:59)
HW version V01

$ -{

CG; @ 8Fe C =@ @ : ! @
= M C ; g*oXdvh ,; ; = ymnv NzNnfDD>NzNn jn ghhQPoo?D>zjkP RgiP?

jiguP
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console#  copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34

Loading filel from 192.168.16.34:
T T

Copy took 00:01:11 [hh:mm:ss]
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console# boot system image-2
5 "% "% ,%+"$-G- # % E2 "$# -
$ ' %, & '"# J% ' % .,
CH Cn! C = @ @ : - : =F
F - | F ; 7T.0 N...LA<V
console# show bootvar
Image Filename Version Date Status
1 image-1 2.1.6 05-Jun-2011 16:14:03 Active*
2 image-2 2.1.6 05-Jun-2011 16:14:03 Active
*# O HO@~A #/ G- N #H W% . [ $-.
'& FJ-,% |,
cC : : ) QPkmgh
console# reload

This command will reset the whole system and discon
session. Do you want to continue (y/n) [n]?

nect your current
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console#  show version
SW version 2.1.6 (date 05-Jun-2011time 16:14 :03)
Boot version 0.0.0.3 (date 17-Aug-2010 time 2 3:18:59)
HW version V01
$ -
CG;, @ ymnv C =@: :'=@ @ @ , o ymnv

NzNnfDD>NzNn jn ghhQPo0?D>zjkP RgiP? tmmN

console#  copy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
TEEEREEEE R e e e e e e e e e e THOLEEEEEEEE TR e

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]
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console# reload

This command will reset the whole system and discon nect your current
session. Do you want to continue (y/n) [n]?

,Y V>
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console# configure
console(config)# vlan database
console(config-vlan)# vlan 10,20,30,40,50,60
console(config-vlan)# exit
console(config)# interface vlan 1
console(config-if)# ip address 192.168.16.1 /24
console(config-if)# exit
console(config)# spanning-tree mode mstp
console(config)# interface range gigabitethernet 1/ 0/1-2

console(config-if)# switchport mode trunk
console(config-if)# switchport trunk allowed vlan a
console(config-if)# exit

console(config)# spanning-tree mst configuration

dd 10,20,30,40,50,60




console(config-mst)# name sandbox

console(config-mst)# instance 1 add vlan 10,20,30
console(config-mst)# instance 2 add vlan 40,50,60
console(config-mst)# exit

console(config)# do copy running-config startup-con
01-Oct-2006 01:09:34 %COPY-I-FILECPY: Files Copy -
destination URL flash://startup-config

01-Oct-2006 01:09:44 %COPY-N-TRAP: The copy operati
Copy succeeded

console(config)# do copy startup-config tftp://192.
01-Oct-2006 01:10:44 %COPY-I-FILECPY: Files Copy -
config destination URL tftp://192.168.16.2/mstp.con
01-Oct-2006 01:10:44 %COPY-N-TRAP: The copy operati
1

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]
console(config)# spanning-tree mst 1 priority O
console(config)# end

fig
source URL running-config

on was completed successfully

168.16.2/mstp.conf

source URL flash://startup-

f

on was completed successfully

G $ "

console# configure

console(config)# interface vlan 1

console(config-if)# ip address 192.168.16.1 /24
console(config-if)# do copy tftp://192.168.16.2/mst
01-Oct-2006 02:17:14 %COPY-I-FILECPY: Files Copy -
tftp://192.168.16.2/mstp.conf destination URL flash
............ 01-Oct-2006 02:17:27 %COPY-N-TRAP: The
successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console(config-if)# do reload

You haven't saved your changes. Are you sure you wa
This command will reset the whole system and discon
you want to continue ? (Y/N)[N] Y

Shutting down ...

console# configure

console(config)# interface vlan 1

console(config-if)# no ip address

console(config-if)# ip address 192.168.16.100 /24
console(config-if)# exit

console(config)# spanning-tree priority 0
console(config)# end

p.conf startup-config

source URL

:/[startup-config

copy operation was completed

nt to continue ? (Y/N)[N] Y
nect your current session. Do

G $ C

console# configure

console(config)# interface vlan 1

console(config-if)# ip address 192.168.16.1 /24
console(config-if)# do copy tftp://192.168.16.2/mst
01-Oct-2006 02:17:14 %COPY-I-FILECPY: Files Copy -
tftp://192.168.16.2/mstp.conf destination URL flash
............ 01-Oct-2006 02:17:27 %COPY-N-TRAP: The
successfully

1

726 bytes copied in 00:00:13 [hh:mm:ss]

console(config-if)# do reload

You haven't saved your changes. Are you sure you wa
This command will reset the whole system and discon
you want to continue ? (Y/N)[N] Y

p.conf startup-config

source URL

:/[startup-config

copy operation was completed

nt to continue ? (Y/N)[N] Y
nect your current session. Do




Shutting down ...

console# configure

console(config)# interface vlan 1
console(config-if)# no ip address
console(config-if)# ip address 192.168.16.101 /24
console(config-if)# exit

console(config)# spanning-tree mst 2 priority O
console(config)# end

f 3 - oPkPyNjwPB}jR}

1 3 (VW X

console# show run

console(config)# vlan database

console(config-vlan)# vlan 20,27

console(config-vlan)# exit

console(config)# interface range gi0/1-24

console(config-if)# switchport mode general

console(config-if)# switchport general allowed vlan add 27 tagged
console(config-if)# exit

console(config)# interface range gi0/1-23

console(config-if)# switchport general allowed vlan add 20 untagged
console(config-if)# exit
console(config)#selective-ging list ingress permit ingress_vlan 27 priority 1
console(config)# selective-ging list ingress add_vl an 20 priority 2
1 " VWX
F ! =F c ! M I'n = ;@ Z[\
g ; N " N $n
C. C @ n ZA% C :=FZ\
I=F Fh ; | = = C: C @ ;=
>Z[\ - =F Z[\ Z[\ ; 1 ;
$M ;; n ;N 7 Z[\ n n

{
console# configure
console(config)# vlan database
console(config-vlan)# vlan 100-102,200-202
console(config-vlan)# exit
console(config)# interface range gi0/1-24
console(config-if)# switchport mode trunk
console(config-if)# switchport trunk allowed vilan a dd 100-102,200-202
console(config-if)# exit
console(config)# selective-qging list ingress overri de_vlan 200 ingress_vlan 100 priority 1
console(config)# selective-qging list ingress overri de_vlan 201 ingress_vlan 101 priority 2
console(config)# selective-qing list ingress overri de_vlan 202 ingress_vlan 102 priority 3
console(config)# selective-qging list egress overrid e_vlan 100 ingress_vlan 200 priority 1
console(config)# selective-qging list egress overrid e_vlan 101 ingress_vlan 201 priority 2

console(config)# selective-qging list egress overrid e_vlan 102 ingress_vlan 202 priority 3
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console# configure

console (config)# vlan database 100-102
console (config)# ip multicast-routing igmp-proxy
console (config)# ip igmp-proxy version 2
console (config)# interface vian 100
console (config-if)# ip address 10.1.0.1 /24
console (config-if)# exit

console (config)# interface vlan 101
console (config-if)# ip igmp-proxy vlan 100
console (config-if)# ip address 10.2.0.1 /24
console (config-if)# exit

console (config)# interface vlan 102
console (config-if)# ip igmp-proxy vlan 100
console (config-if)# ip address 10.3.0.1 /24
console (config-if)# exit

console (config)#




K5,3:95*'8: E2))5 ™8
€ a=; c |/ =@% ; {

1 @ , $n" n 4 n - n;?

rég"#'h 6BP P n

ré6g"#'n 6BPB6P#6n

rég"#'h 6 P#"'P"n

r6g"#"'h 6BPB6P##
POXMY{VYTV*VYTV* Wpc (e

4 $C; @ ; =, @ F ' M ; $M *
! $ - € a C ¢C
/ $ e

UTTH|[VYTV* Wpc (e
UTTF{||VYTV* Wpc (e|m)ceoVWTXTp +X
UTTH{IVYTV* Wpc (e]*)(eo







